Clean Access Preparation/Installation

Clean Access Preparation

In order to make the installation of Clean Access as simple and smooth as possible,
please take the following steps before the day Clean Access is turned on in your building.

1. Run Windows update by going to Start, All Programs, Windows Update.
Download the high priority updates. If you have not been doing this on a regular
basis, you may need to do it several times before all the high priority updates are
downloaded.

2. Make sure that you have virus protection installed and that the virus definitions
are no more than 5 days old. If your virus protection was supplied by Connecticut
College, you can go to All Programs, Symantec Client Security, and click on
Symantec Antivirus. You will see a screen similar to the one below. On this
sample screen you can see that the virus definition file is dated 8/14/2007. If the
definition file on your computer is more than 5 days old, you must click on the
LiveUpDate button to get a more recent one.
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3. If you do not have any virus protection, you can go to http://cedar.conncoll.edu to
install it.
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Clean Access Installation

1. Turn on or reboot your machine.

2. Run Internet Explorer.

Student

Internek _) My Documents

{ = Internet Exp

- ’ i b My Recent Documents F
-.’ﬁ E-mail
|

=l Microsoft Office Outook :E:} My Pictures

“ M5 - -"‘r My Music

i

Sj My Computer
® Windows Media Playver

9’ Control Panel
w Paint

Seft Program Access and

Defaults
‘3 Windows Messenger e.' Connect Ta k
|® A e R Qé Printers and Faxes

y | Files and Setkings Transfer @ Help and Support
] Wizard

&ll Programs D 7 Run..,
@] Log OFf |'15| Shiat Danwn




Clean Access Preparation/Installation

3. Go to any Web site that does not belong to Connecticut College, such as

www.dell.com. This will automatically bring up the Cisco Clean Access Authentication
screen below.

4. Enter your Connecticut College username and password and click on continue.
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5. Click on the button that says “Download Clean Access Agent”.

You are required to use the SmartEnforcer Client to Continue your login to the College's network.

By accepting this process you agree to hold to the College harmless for any loss or damages that may result from operating system
updates or the installation of the required programs.

Check the box to launch the client, you should find the SmartEnforcer icon in the system tray (in the lower right hand corner of

your screen). Otherwise, you must launch the client by searching the programs menu, finding Perfigo, and then executing
SmartEnforcer.

I_ Download Clean Access Agent4.1.1.0 ]

Note: If you are already running the Clean Access Agent and you are connected through a slower connection (such as VPN or dial-
up), please wait as it might take a few moments for the Agent to pop up.

6. Click on Run.
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7. Click on Run again.
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8. Follow the on-screen instructions to install the Clean Access Agent. Accept all of the
defaults and click on “Next” in each screen until you see the Ready to Install screen
below. Click on Install.

i& Cisco Clean Access Agent - InstallShield Wizard

to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

< Back ]| Install { [ Cancel

9. Click on Finish.

i& Cisco Clean Access Agent - InstallShield Wizard

i InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Cisco Clean

@ - Access Agent. Click Finish to exit the wizard.

Clean Access Agent

by Cisco Systems
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10. The Clean Access Agent will now run, as it will each morning. Enter your college
username and password.

2« Cisco Clean Access Agent

Clean Access Agent

Please enter your user name and password:

User Name :
|

Password :
I

Please select your authentication provider:

[Loap -l
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11. If your computer is up to date, you should see the following screen. Click on OK to
close it.

2« Cisco Clean Access Agent

Clean Access Agent

Successfully logged in to the network!
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12. If your computer does not have the latest windows updates or virus definitions, you
will receive the following screen:

== Cisco Clean Access Agent

Clean Access Agent

A You have temporary access |

Your systern does not meet the requirements enforced by the network
administratar. You may anly have limited access to the netwoark until your
system meets all the requirements.

There is approximately 0:59:59 left before your temporary access expires.

Please click on "Caontinue” and fallow the instructions to satisfy netwark
access reguirements.

Click on “Continue” then click “Update” to automatically update your antivirus program.
Windows updates can be downloaded through Windows, or at
http://windowsupdate.microsoft.com/.




